Sepia Solutions

Expert software tools
for the GRC professional

Can you really afford
NOT to use these tools?
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Reality check

* Challenge
— Are your company invoices managed in MS Excel?
— |s a professional website developed in MS Word?

— |Is your car designed with pencil and paper?

* Reality i
— Does your team work with specialised software? ,
Or are your only tools Word, Excel and a network drive?

— If so, we understand as we see this all the time.
If your only tool is a hammer, every problem looks like a nail.
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Sepia Solutions

Focus
— Expert software for the GRC professional
— End-to-end implementation services

Expertise
@ S
Region of activity
— Belgium, The Netherlands, Luxembourg

Sepia Solutions bvba
— Belgian legal entity (BE 0822.361.248)
— Founded January 2010
— www.SepiaSolutions.net / info@SepiaSolutions.net
— Telephone: +323 877 12 10
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http://www.sepiasolutions.net/
mailto:info@SepiaSolutions.net

Professional services

* End-to-end implementation services

+ Installation

Training

Configurations sessions

Coaching and assistance during implementation
Consultancy

Customisation development

Technical support

>Insta|lation >> Training >> Setup >> Go live >> Support >
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Expert GRC software

Arbutus Analyzer Ideagen Pentana Retain

Data analytics & Audit Management Resource planning
Continuous monitoring & eGRC & time recording

Import nearly all data formats Risk-based audit scheduling Integrated with Pentana
Analyse huge sets of data Your audit methodology Schedule resources on projects
80 commands / 119 functions Risk & control frameworks Schedule recurring tasks
Manual / automated analysis Execute fieldwork & store results Highlight over-allocation
Recorded audit trail Document issues and problems Drag and drop to update plan
Export to various formats Automated audit report Record time per resource
Easily share data with the team Action follow-up Compare budget/plan/actual
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Expert GRC software

Arbutus Analyzer

Data analytics &
Continuous monitoring

Import nearly all data formats
Analyse huge sets of data

80 commands / 119 functions
Manual / automated analysis
Recorded audit trail

Export to various formats
Easily share data with the team
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Arbutus Analyzer

Data access * Local data types

— ODBC
— Various data formats - Text files

Delimited

Uncommon formats e e
Read-only access

MS Access
MS Excel
HIH dBASE
Import millions of records ot

Scheduled data import PDF

. SAP private file format
Direct access to data, - Server data type

l L 1 data t
instead of data extracts ona oata types

Independent of ICT team oA

Relational database
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Arbutus Analyzer

@ STATISTICS ON LINE TOTAL NUMEER >

— i : Data verification
Fie : LINE TOTAL N r Tota Average
Positive 2,004,185 |105,630,075,665.81 (54,700.47 _ Count & ContrOI totals

Zeros 11,975
Negative 0 0.00 0.00

Totals 2,016,16; 109,630,075,669.81 |54,375.57 MiSSing records (gaps)

2bs Value 109, 630,075, 665.81

o i e o Duplicate records

@ GAPS CN FO PRESCET

Presorting Primary data file. Empty key fields
Missing Ttem| . [Missing Teens Empty or invalid dates
864536

s6ac6 — Empty of invalid values

86480
— lllegal characters
86531
86538
86602

Range

09/06/2016 www.SepiaSolutions.net



Arbutus Analyzer

Analyse data
No limit to data size
80 commands
119 functions
Join & link (relate) tables
Computed (virtual) fields
Smart (quick) search
Rule-based colours
No changes to source data
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StandardDemo - Arbutus Analyzer

File

Edit Data Analyze

iz 8@

12-4 1224 [ la
(O}

1.2.3

Project Overview >

Share Tools

JJ? 2

=3 StandardDemo [D:\DEM

+

+)

£

s

il Cash Disbursements
[ Examples

[l Leasing

A MigrateToServer

- MultiNational

{7 P2P

[ d _Output

[ _Procedures

[ _Temp

| EMPLOYEES
| INVOICE_DETAILS
| INVOICE_HEADER

7| PO_DETAILS

‘7| PO_HEADER

| VENDORS

" | VENDORS_MAY

| VENDORS_NOVEMBER

#-_J Reference

e

<

[d Web_Tables
>

Applications  Server

93513

[ command Log

Y¥ ¥

Window Admin

VY=

Help

| 2@

|5 vennors x |

&

it 2

\/‘ ‘Smar: Sear v

20 Records

W Do U W N

R
N ol v

13
14
15
16
A5
18

<

VENDNO VENDOR NAME

8316
8318
8327
8338
8348
8354
8381
8386
8350
8391
8392
8450
8451
8453
8464
8477
8493
8503

Brilliant Baker NV
Color Impact
Management Consulting 4U
Office Depot

DK PCs

office Range

Cleaning Co.

InfoTec

Consulting Group

Desk Warehouse

Drinks Inc

Tech Repair

Speedy Snacks
Columbian Coffee Group
Catering 4 Events

Team Supplies

Impact

Furniture.Com

D:\DEMO_ENV\Arbutus\StandardDemo\P2P\VENDORS fil

BANK ACCOUNT
034-7601188-39
087-6867277-81
087-6867277-81
144-5273688-83
193-5110495-71
222-7592378-22
358-2136968-09
382-3754096-31
402-8338415-01
409-2880810-51
415-1578668-08
698-5436217-35
700-6035778-94
719-2691592-69
719-2691592-69
838-5113896-15
918-5834402-82
966-7784664-13
>

~

v
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Arbutus Analyzer

Commands

[T nclude Upper and Lower Bounds

AMOUNT Nurber of Leading Digits: —_ Count & TOtaI
— Statistics
— Summarize & Classify

Secondary table Output table

INVDIF!E_H.EA_DER POs_wersus . |nvoices _ Age & Stratify

o — Gaps & Duplicates
— Benford analysis

E

Relate & Join
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Arbutus Analyzer

Expression & Functions
Bit / Char . oo

Cdow (CREATED ON 3)

Validate

Conversion
Date & Ti m e Avalable Fields
Financial o

VENDOR VENDOR
TOTAL TOTAL

Fuzzy Search -

CREATED BY CREATED BY

Functions

Name Title ELILng -

Q

Remove ( string , walid ch A
Date... Repeat( string , count )
Replace( string , old_tex
Reverse( string )

Right( string , length )
RJustify( string )
SortNormalize( field <,sau
Soundex ( name )

split( string , separator

- ANTNATER AT A RRmATE :
< Substr( string , start ,
| Variables g .
From Table Transform( original strin
ABS1 Trim( string <,additional
PO HEADER AVERAGE1L Upper ( string )

- COUNT1
GAPDUP1
HIGH1
LowWl

Filters

vlnoaoo=22aonoan

<

Paste Parameters
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Arbutus Analyzer

Cash_Register_ DayRunning Total X

P e o Interface

Date Time Day DayTotal
21/Mar/2007 :41:00 - 21/Mar/2007

21/Mar/2007 :14:00 B 21/Mar/2007 ° ° L

22 /ae 2007 03124100 (62 212007 H|gh||ght negative values
22/Mar/2007 :53:00 - 22/Mar/2007

23/Mar/2007 :08:00 . 22/Mar/2007
24/Mar/2007 :10:00 . 23/Mar/2007

24/as/2007 19:06:00 (50 2a/mar/2007 Coloured cell background
25/Mar/2007 :92:00 . 24/Mar/2007

25/Mar/2007 :41:00 = 25/Mar/2007

26/Mar/2007 06:56:00 . 25/Max/2007 bl
26/Maxr/2007 :02:00 - 26/Mar/2007 Qu I C G ra p

Graph Column(s) from View p&/Max/2007
P7/Max/2007

p8/Mar/2007 L .
Add/Hide fields
PS/Max/2007

pPS/Mar/2007
0/Mar/2007 .

B0/Mar/2007 Qu | C k So rt
1/Mar/2007

1/Mar/2007
1/2pr/2007
Smart Search
2/Apr/2007

3/Bpr/2007
3/Apr/2007

St/ Menu with procedures
Display shared resources

W om oy W N

e
H|o

4/Apr/2007
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Arbutus Analyzer

@ OPEN FO_DETRILS

14:56:28 — 02/Jun/2016 4 4
Closing Table PO_DETAILS (Table 0) and all active fields u It tral

7 fields activated
@ VERIFY FIELDS ALL ERRORLIMIT 20

1675625 - 03/7um/ 2016 Automatically recorded

0 data walidity errors detected
& COUNT

14:56:42 - 02/7an/2016 All executed commands
o Date stamped

Including results with links
os | ars e Save as procedure

@ GAPS ON REC_NO

14:56:59 — 02/Jun/2016 RE'EXECUte at a Iater date

Gap Start or Gap End Number of
Missing Item Missing Items
944369
944451
545052

@ TOTAL FIELDS LINE TOTAL PRICE
14:56:46 — 02/Jun/2016

Field Names Total

09/06/2016 www.SepiaSolutions.net



Arbutus Analyzer

SET SAFETY OQFF

Procedures S

OPEN PO _HEADER SECONDARY

Batch files with commands  |comesr s soin raveice canie co 20 canie

JOIN PRIMARY SECONDARY PEEY PO FIELDS ALL SEEY PO WITH ALL

Create Once’ use Often TO OPEN PRESORT SECSORT

COMMENT ### Analyse results ###

Ensure standardisation

. COMMENT ### Identify Inveoices without PO ###
H DEFINE FIELD E'_Inv’DiCEWithDutPD COMPUTED ISBELANE (PO) AND MNOT
Facilitate automation up F_Invoicetic: :
. SET FILTER F_InvoiceWithoutPO
Scheduled t oo
cheduled execution comz
PRTISE SCOUNT1%

Embedded sub procedures |z o oo
— catCh errors & email COMMENT ### Export to Excel H##

EXPORT FIELDS REC NO VENDOR INVOICE VENDOR REF
VENDOR REF DATE AMOUNT XLSX QUALIFIER TO

— Run external commands
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Arbutus Analyzer

ODBC Extract data to tables
Text files — As a result of commands
— Delimited )
— For further analysis

— Plain text
— Print image / report

dBASE
XML

Export data to files
MS Access — Many different formats
i TEE L — As reports (text)

— To multiple sheets .
~ Retaining formatting — Respect formatting (Excel)
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Arbutus Analyzer

Are you still convinced a spreadsheet is sufficient?
— Can you guarantee data integrity?
— Can you analyse in a read-only mode?
— Can you automatically generate an audit trail?
— Can you analyse millions of data records?
— Can you easily share the data and results?
— Can you automate and standardise such data analysis?

With Arbutus Analyzer, you can.
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Expert GRC software

Ideagen Pentana

Audit Management
& eGRC

Risk-based audit scheduling
Your audit methodology

Risk & control frameworks
Execute fieldwork & store results
Document issues and problems
Automated audit report

Action follow-up
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Ideagen Pentana

Headquart... * = Belgium *» The Nethe... » Luxembourg *

Audit schedulin cvenance - T T N
. . & , Central Functions ~ ___-
— 2-dimensional universe =

* Entities & Processes P|htg
— Selection of factors et
* Last audit date selling
Fixed audit frequency LT
Last audit rating | Feanaidate Aua

Entity (micro) risk scores (3 strassen -06 - Production Grclaliaue
Planning (macro) risk scores (5 17~ 03 1T Processes Cyclical Audt

—_— Sugge sted au d |t p I an f:} Genk - 06 - Production Cyclical Audit

_j Accounting - 08.8 - Internal Reporting Cyclical Audit
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Ideagen Pentana

~ T Audit * | Manager
2014 (3 items)

Sylvia Hampshire

®

=
{(=] 2014-01 - Review financial reporting

Victoria Rowley

®

=
{(= 2014-02 - IT BCM and data management review

Sylvia Hampshire

®

=
{(= 2014-03 - Purchasing procedures review
2015 (4 items)

Victoria Rowley

=
{(= 2015-01 - Review financial reporting

= ) )
|/ 2015-02 - Review of internal control Sales Sylvia Hampshire

® ® ®

=N L
|/ 2015-03 - Safety review production facilities Victoria Rowley

Kenneth Miller

®

=
E 2015-04 - Production self-assessment review

2016 (8 items)

Sylvia Hampshire

®

=
{4 2016-01 - Stock and Inventory review

Victoria Rowley

®

=
{(= 2016-02 - Review of HR Leavers process

al Rating

Satisfactory

Unsatisfactory

Unsatisfactory

Satisfactory

Minor Exceptions

Satisfactory

Not assessed

Major Problems

Unsatisfactory

09/06/2016

Audit overview

— General information
* Reference & title
* Type, year & status
* Description & goal (rich text)

— Management information
* Director & Manager
* Lead & team members
* Milestones: planned & actual

— QOutcome
e Rating & conclusion (rich text)
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Ideagen Pentana

Sl & I Sign Off State * | Milestone

Your audit methodology T —

. Audit phases & Steps £y 1.1 - Complete audit details }f Audit file prepared
e Reference & title
e Description & guidance

rjfg 1.2 - Send announcement letter _;‘ Announcement sent

& 13- Document orer

rj;ﬁa 1.4 - Assign work

— Retrieved from library 8 2 At feldwork xcution
* Based on audit type L |EEe R ) Feldwork stared
* Reflect your audit handbook o e
* With standard attachments . 25 cocomet s

- P rog re SS St a t u S f‘% 2.4 - Onsite validation meeting :w: Fieldwork completed

¢ O pe n’ CO m p I eted’ a p p roved (_.! 3 - Fieldwork results processing
i H E 34-Re ort
* Linked to milestone (actual) =——
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fffg 2.2 - Execute fieldwork




Ideagen Pentana

m Audit fieldwork
\'} SOR-HR-SL 10 - Safeguarding

¥ of company assets ORCT a pprOaCh
Qé 10.1 - Assets are not returned ] High

1 10.1.1 - Employee must return all issued g ° ObjeCtives 9 CO m m e nts

'] . .
—= items, materials, goods and tools.

g 10.1.1.1 - Verify "goods received" document Fail ° RiSkS 9 assessments
» 01 - No records of items, tools or materials issued to  High Agreed ¢ CO nt ro I S 9 a Sse SS m e nts

= employees.

10.2 - Former employee retains access X l. High o Te Sts 9 te St res u |ts

24 o the company premises. =

_5 l13:;:'2E4J1e;.Employee must return all keys and g Atta c h m e nts ( d ra g_d ro p )
a 10.2.1.1 - Verify return of keys and badges Fail
Progress status
g 10.2.1.2 - Verify inventory for active employees Minor Exceptions . .
n 02 - Badges and keys issued to contractors not Medium Partially Agreed Fl n d I ngs fo r fa I I u re S

documented

ST R U ——— Offline working & teamwork

09/06/2016 www.SepiaSolutions.net



Ideagen Pentana

Findings
Reference & title
Description & severity
Recommendation
Management Response
Consolidate into "problems’

Actions
* Reference & title
* Description & priority
* Owner & deadline
* Status & comments

09/06/2016

| Finding el Sign Off State ~

| Description I Severity

| Recommendation | e

j 05 - Access is not disabled

HR does not inform IT of employees leaving the company. No user access is Critical
disabled on any of the systems (internally or externally) or infrastructure (VPN,
secured web pages, etc).

Update process for leavers.
Retro-actively disable all access for ex-employees.

é 05.1 - Disable access for former employees Sara Schouwstra

Retro-actively disable all access for all former employees. 30/09/2016

§ 05.2 - Update process to signal ICT Sara Schouwstra

Update the procedure for leavers so that ICT is notified at the latest on the 30/09/2016
:last day of the employee. Store email to ICT in employee file.

N
_! 06 - NDA not mentioned in exit meeting

The former employees are still bound by the NDA signed when joining the High
organisation. However, only experienced HR officers remind employees of this

fact during the exit meeting. Because this point is not on the standard exit
meeting agenda, junior HR officers are not aware of this.

Include a step in the exit procedure to request the employee to re-sign the
NDA. Remind the employee that the NDA is still valid and of the consequences
if this agreement is breached.
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Ideagen Pentana

Sepia Sepia Sepia FINAL AuDIT REPORT

Solutions Solution] Solutions INTERNAL AUDIT DEPARTMENT AutomatEd aUdit report
1.3.  Audit Rating 3.2.  Risk Mat

Based on the fieldwork, control assq

Eediey — — mmmm — Based on template

Finding
No records of items, tools or materials issued to employee:
Not assess| very issued. tems, guod. materials o fools issued 1o employees are mot recorded

Severe Returned items cannot cross-referenced with gaods issued.
Severe Recommendation | Update the FiR process so that all valuable matenizls. ftems or goods fssued 10 [ J
employees are documented. Example af high-value items include mabile phones.

Very Iaptop computers. tablets, company car. cameras. high tech tools. specialised
Severe toals, etc

Light Response [ noreed | °
Indeed the processes regarding starters and leavers need to be tightened in order
Minor Excep! Very to prevent loss of assets.

Light

Action(s) Priarlty
Deadline

— — Layout, style, content

Update the onboarding procedure to Include documentation af all valusble |  Sara Schouwstra
materials, items or taols issued to the employee.

Very

Remote
Remote

31/12/2016

o utomated

Finding 02

Badges and keys issued to contractors not documented

Badges and keys issued to temporary workers, consultants and contractars are nat
tracked or returned.

. . .
1.4. Audit Conclug Recommendation | intiude a racking system for badges Keys and Smilar access devices into Contract (] P u | | S I n d a ta fro a u d It fl I e
management I I I

Response Partially Agreed

1.5. Main Problem Most badges are documented. one particular contractor did have a special

arrangement but will be considerad as all others as of October. e
1.5.1.  Incomplete procd [ActionTa} — e p a r‘a e I g n o

Several procedure related to the tracking of Deadline
Mostly those items are not tracked at all ar Owner
02.1 - Tighten badge distribution procedures Medium

1.5.2. Inexperienced st Update the badge distribution procedure to make sure all distributed badges can Sara Schouwstra L] . L} .
There are many newly hired. often inexpe} be traced back to their “owners®.

mistakes or omissions because these emj 31/03/2017

practices.

1.5.3. Employees take
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Ideagen Pentana

Action follow-up

— Action Tracker
* Overview based on universe
* Easy filtering options
e (Overdue) status & period
e Drill-down details

— Action Updates
* Created automatically
* Capture progress over time
* Input by action owners

09/06/2016

Headquart... * | Belgium *» The Nethe... » | Luxembourg *

central renctons ~ (KN (R D D

< -l T T Ta
|
- I 1 1
Selling v l l l l
~ Jlll ' e
Human Resources - “ i e _

| Current Due Date *

Inventory

Production v
Finance -

| Resolution  *

Simon Verbrugge (4 items)

04/04/2016 Not Actioned

é 005.2 - Investigate the theft

03/06/2016 Not Actioned

§ 005.1 - Issue insurance claim

é 004.2 - Update DMZ security policy ~ 05/12/2015 Not Actioned

21/01/2016 Not Actioned

i} 004.1 - Contact vendors
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Ideagen Pentana

Web interface

ﬁ 001.1 - Update procedures "Leavers" 25/11/2014 Sara Schouwstra
001.2 - Review active leasing contracts 10/02/2015 Sara Schouwstra
002.1 - Update employee file 04/05/2015 Kenneth Miller

S (003.1 - Contact association 16/09/2015 Angela Atkins
004.2 - Update DMZ security policy 05/12/2015 Simon Verbrugge
004.1 - Contact vendors 21/01/2016 Simon Verbrugge

{; 02.1 - Hire new admin staff 04/04/2016 Sara Schouwstra

Sign Off State ~ Priority ~ Category ~ Current Due Date Period ~ Current Due Date ~

Name Current Due Dat... T Owner Sign O...

Resolution:

In Progress

Resolution Comments:

The new DMZ settings have been implemented in the UAT environment and
are now being evaluated.

— Simple browser interface

— Business user interaction
 Action owners
o Department Mmanagers

— Action follow-up
e Submit action updates
* Manage actions within scope

— Incidents
e Document incidents
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Ideagen Pentana

Analysis features

— Special modules
* Audit coverage & planning
* Risk exposure & matrix
e Control coverage & matrix
* Action & Incident Tracker

— Generic analysis engine
Analyse 25* components
Graphical representations
Drill-down details
Export to MS Excel

[ Finding

Findings by Severity

M Critical
High
Medium

2
Critical Medium

o5 Response {1l Severity

- Access to the premises is not secured.

- No records of items, tools or materials issued to employees.
- No records of items, tools or materials issued to employees.
- NDA not mentioned in exit meeting

- NDA not mentioned in exit meeting
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Ideagen Pentana

' Colour | Audit Ratini ~ I Description | CO nfigu ra b I e I i b ra ri es

#FECECECF Not assessed No rating has been given. ° Audrt phases & Steps
- Satisfactory Full assurance that the controls reduce the ° Processes

risk to an acceptable level.

°
#FFFFEFO0 Minor Exceptions Significant assurance that the controls ORCT
reduce the level of risk, but there are some

reservations; most risks are adequately ° TemplateS

managed, for others there are minor issues

that need to be addressed by management. CO nfi u ratio n 0 ti O n s
#FFFFAS00 Unsatisfactory  Partial assurance that the controls reduce g p

the level of risk. Only some of the risks are . .

adequately managed; for others there are ° Terman|Ogy (a||aS)

significant issues that need to be addressed

by management. ® Segmentations (p|Ck||StS)
Major Problems Little or no assurance that the controls ° R|Sk & Control matrix

reduce the level of risk to an acceptable

level; the level of risk_ remains high and ROleS & permiSSionS

immediate action is required by

management. Fields (ShOW/hlde & move)
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Ideagen Pentana

* Are Word files on a network drive sufficient?
— Can you ensure the audit methodology is used consistently?
— Canyou illustrate all steps were completed and reviewed?
— Can you instantly get an up-to-date progress report?
— Can you work offline and synchronise once back in the office?
— Can you generate an audit report in 5 seconds flat?
— Can you efficiently track the open actions?

 With Ideagen Pentana, you can.
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Ideagen Pentana

Are you sceptical?
— You should be.

— Do not take our word for it but review these case studies:
Argenta inspection

Van Lanschot internal audit
Argenta internal audit
Heineken internal audit
Achmea internal audit

BDO risk & advisory services
AGC Glass Europe internal audit
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Sepia Solutions

Expert software tools for the GRC professional

Can you really afford NOT to use these tools?

Get in touch for more information

+3238771210
info@SepiaSolutions.net www.sepiasolutions.net
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